


With the increased amount of fraudulent activity in the electronic
transaction industry, merchants require secure solutions they can

trust to protect the data while in their retail systems. Even with PCI DSS compliance, merchants are still
being attacked where card data in motion is being exploited. For this reason, Ingenico is implementing
this industry standard based security enhancement.

The Ingenico On-GuardTM solution will encrypt cardholder data from the transaction terminal to the 
merchant host, thus adding a significant security layer to card transactions that used to communicate in
the clear. Ingenico’s solution allows merchants and acquirers the freedom to adopt this enhanced 
security feature without purchasing a proprietary decryption package, or risk adopting a new encryption
technology that has not proven itself in the marketplace.
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Features 

n TDES DUKPT protects critical parts of 
the Track 2 data, yet allows normal 
POS handling of that data

n Track 1 field carries encrypted data 
and information required to
reconstruct the original track 2 data

n Track 1 & 2 data flows securely to
merchant host or processor. A
decryption service is provided by
Ingenico, enabling merchants to
utilize all track data for their approval
and settlement with processor

n Allows for formatting of Track 1 & 2,
and manually entered card data

n On qualified configurations, Ingenico 
On-GuardTM can be remotely
downloaded. This eliminates the 
need for terminal swap, enabling a
seamless field upgradeable
implementation

Benefits 

n Low-cost speedy implementation

n 100% accuracy of track data
decryption and reconstruction

n Industry standard Triple DES
encryption

n Unique key per device

n Unique key per transaction

n PAN protected 100%

n No change to track data message
format

n KSN encapsulated in the message

n All other data available for local
checking 

- BIN recognition and lookup 
(6 characters)

- Name field usable 

- Last 4 digits for receipt printing

- PAN check digit routine

- Expire data check

- Service Code check

- PIN offset, language codes and
discretionary data

- Normalcy checking i.e. track lengths,
content, and characters

Competitive Advantage

n Encryption using a standardized algorithm

n Downloadable in the field

n Unique key per device per transaction

n Can also protect manually entered card data, 
ECR swiped data and contactless card data

n Flexible decryption options

Sample Clear Track Data: 

Track 1
B4883621479844385^WILLIAM/ SMITH
^10121010000678000000

Track 2
4883621479844385=101210100000678

Encrypted: 

Track 1
E20022AA7EEE6A7D^WILLIAM/ SMITH
^4000040400000733100D3E

Track 2
4883620003004385=101210100000000



Seamless Deployment

Ingenico’s project management capabilities are integral to the success of project
implementation. The team consists of technical experts, system architects and consultants
to support the client through every stage of the deployment – delivering the secure
transaction management solution, on time and on budget.

Proven Service Management

The ability to remotely download the secure Ingenico On-GuardTM data encryption solution
and provide system-wide support is a sophisticated process requiring great attention to
detail. Ingenico’s professional project management services will expedite and simplify
the process with detailed administration, control and consultative services, providing a fast
and efficient upgrade of your transaction security throughout your terminal estate.

Assured Infrastructure Security

The Ingenico On-GuardTM solution assures the merchant that every transaction is encrypted
with sophisticated, industry recognized and approved security technology. Using this
industry proven approach, Ingenico can deliver secure transaction data with complete
assurance.

Global Reach, Local Knowledge

Developing and deploying innovative new payment solutions and services within a
complex asset base in multiple locations presents a challenge, demanding significant
global expertise combined with indepth knowledge of local markets. Ingenico is the only
provider with the scale to meet this challenge. The Ingenico On-GuardTM solution is a
perfect example of how Ingenico leverages market knowledge and partnerships to create
a solution that meets clients’ requirements with minimum customization or change.

Ingenico On-GuardTM

www.ingenico-us.com
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